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Q: How big is the cyber risk facing small 
businesses these days? What are some 
of the potential consequences of a major 
cybersecurity breach at my business?

India Vincent: It’s very big. As the 
frequency of cyber-attacks increases, 
so does the public’s awareness of the 
resulting breaches, along with the risks 
to businesses of all sizes. All businesses, 
small or large, have the potential to be the 
target of a cyber-attack. The difference 
is that larger businesses typically have 
more resources with which to tackle the 
problem, both proactively and reactively. 
The direct drain on resources and the 
reputational damage that can occur 
with a breach are often too significant 
for a small business to absorb, and the 
damages often exceed the insurance 
coverage small businesses have available.

Brian Jackson: I agree that the risk to 
small businesses is definitely increasing. 
The folks who instrument these attacks 
don’t care if it’s a big enterprise or a 
small business. They’re just looking to 
take advantage of someone. Whether 
through lack of expertise, budget 
constraints or just complacency, small 
businesses continue to fall victim to 

different types of cyber-attacks. As far as 
consequences, obviously they can lose or 
have their data damaged, and have a loss 
of productivity. But it also affects their 
business continuity. They may not be able 
to get access to capital through banks. 
They may lose partnerships and revenue 
opportunities. And even if they have a 
contract with a major government agency 
or some other provider, they may lose 
that as well. So it can be very detrimental 
to small businesses.

Shaun Bevill: A lot of small businesses 
I’ve talked to feel like they’re too small for 
attackers to be interested in, and that’s a 
scary mindset to have. If a large business 
gets breached, they can usually absorb 
the fines and damages and remediation 
costs a little better. But for a small 
business, a breach can be very crippling. 
First Data recently put out an interesting 
report with some statistics that 43 
percent of all cyber-attacks are against 
small businesses, and that the average 
breach for small businesses specifically 
can be $36,000. So I think the mindset 
that a business is too small to worry 
about is very scary.

Jason Asbury: Cyber risk is a top 

concern for business leaders and risk 
managers. Consequences of a breach 
include regulatory fines and penalties, 
loss of private data resulting in financial 
and reputational impact, and stolen 
assets.

Q: What are some of the key 
components of a plan to reduce my 
chances of being hit by a cyber-attack?

Jackson: A good plan starts with 
the right mindset. There are too many 
businesses focused on being in triage 
mode. They just want to react and deal 
with it when it happens, when they really 
need to have a mindset of being proactive 
and doing something in advance. Having 
that right mindset can lead to asking what 
the risks are for your organization, and 
how can you mitigate those risks? So a 
plan starts with those key components. 
After that there are all types of critical 
controls they can look at within their 
company. What devices are connected 
to their network? What software is 
allowed? What kind of education are they 
doing with their employees? So the key 
components are having the right mindset, 
understanding the risk, and putting a plan 

together.
Bevill: I agree completely with the user-

awareness training. Getting your entire 
organization thinking about security and 
the types of things to be on the lookout 
for is absolutely critical. Past that, a lot 
of small businesses can really benefit 
just from basic patching strategies and 
limiting administrative access. They don’t 
necessarily need to be looking towards 
any high-end solutions or complicated 
programs to see a large benefit.

Asbury: Proactive management of 
cyber risk is essential to protecting an 
organization. There is no silver bullet, but 
risk management starts with governance 
and policies. Role designations are 
essential, as is a mindset to manage risk 
on a daily business-as-usual basis.

Vincent: The mindset and user training 
are critical. All businesses need to have 
a thorough understanding of their 
systems, how they work, and knowing 
who the response team will be if there 
is an incident. I’ve been working with a 
company that had a breach recently, and 
they didn’t really know where the data 
on their systems was or who to call to 
help address the problems. As a result 
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of gaps in their knowledge, they lost 
critical time just getting ready to react. 
Even if you don’t have any IT people in 
your organization, you need to know 
ahead of time which service organization 
you will call for help. Identifying your 
team, understanding each person’s role 
in the response, and knowing who will 
provide external assistance if needed are 
extremely important.

Jackson: And it’s not just with 
cybersecurity. A lot of times if a small 
business has a disaster, they don’t know 
what to do. They’re not organized 
internally to take care of these issues that 
come up. That’s actually very common.

Q: Which types of companies can help 
me reduce the likelihood for a cyber-
attack?

Bevill: The first thing that comes 
to mind is around PCI (payment card 
industry). Working with a credit-card 
processor that’s going to help you limit 
your scope. Other examples are working 
with MSSPs (managed security service 
provider) to get better visibility into the 
environment, work on patching and 
maintenance, and just general awareness 
of the environment. And more companies 
are looking at cybersecurity insurance as 

something to offset some of the risks.
Asbury: Companies that focus 

on comprehensive risk 
management are poised 
to deliver better solutions. 
Security management involves 
many different tools, policies 
and procedures. Companies 
promising low-cost, one-hit 
wonder solutions are not likely 
to deliver.

Vincent: In addition to 
companies providing the 
various technical assistance 
a company may need, 
companies that help educate 
your personnel can sometimes 
do as much as the technical 
experts in helping minimize the chance 
of a successful attack. Certainly your IT 
resources need to be up to speed on 
the best practices in security and may 
need technical help implementing those 
practices, but you also need to train 
employees. Let them understand what 
the risks are and how their individual 
actions could make the company 
vulnerable to an attack. Sometimes 
employees don’t even realize they are 
doing something that increases the risk 
of an attack. There are several vendors in 

the market that provide user training in a 
variety of formats, all designed to make 

users more aware of and 
educated about the risks.

Jackson: The managed 
security services providers 
out there can bring a 
vast array of technical 
expertise and help 
implement controls in 
your environment. They 
can help you identify risks 
and mitigate those risks. 
Cybersecurity insurance 
is a great way to mitigate 
the costs. You need to get 
some type of legal resource 
involved. And we talk a 

lot about education, but in addition to 
that is conditioning your employees. 
Banks don’t teach their tellers all the 
items to recognize for a counterfeit, they 
teach them the right ones. You have to 
condition your employees to know what 
kind of communications are accepted, 
and what the right thing looks like so they 
can easily identify the wrong thing when 
it comes through their email or in a link 
on a website.

Q: What types of questions should I 

ask when assessing my cyber risk or 
choosing a third-party partner to help me 
improve my cybersecurity?

Asbury: How comprehensive is your 
approach to risk management? What 
tools do you use to service your clients? 
How experienced is your staff? Do you 
focus your practice on risk management, 
or is it an ancillary component of your 
solution set?

Vincent: The first think to look for is 
somebody with expertise in your industry 
and specific awareness of any regulatory 
or unusual issues that apply uniquely 
to your industry. If you’re a financial 
institution, you want somebody who 
has Gramm-Leach-Bliley experience. If 
it’s health care, you have HIPAA issues 
to consider. If you’re in a state that has 
state-specific privacy requirements, you 
want somebody who is familiar with 
those requirements. Obviously, the 
vendor must also have the expertise you 
are seeking – network assistance, plan 
development, analysis of legal issues, 
etc. But beyond that, knowledge of your 
industry is important because different 
industries collect different data, handle 
their data differently and have differing 
privacy and security requirements. 
Someone who has worked in your 
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industry repeatedly is going to be able to 
provide a more cost-effective solution for 
you.

Jackson: There’s no certification or 
governing body that says one partner 
is more qualified to help you with your 
cybersecurity needs than another. But 
I’d want to make sure that whatever 
company I work with understands my 
business. That they can look at the 
transactions, look at how I conduct 
business, and be able to identify the 
risks. Because your business is what 
drives the risk. All the technical tools 
we have, they just help mitigate that. So 
I’d want someone who, while they have 
the technical expertise, they also have 
the business acumen to understand the 
transactions in my organization. If you 
go out and talk with a company about 
cybersecurity and they start out talking 
about the latest, greatest tools and 
appliances, you probably want to find 
someone else to work with. You need 
to have someone who understands the 
business first.

Bevill: Even before talking with an 
MSSP, it’s important for organizations to 
ask themselves what needs protecting 
in their environment. It’s tough to 
secure an organization that hasn’t 

already determined what needs to be 
protected and to what level. Once they 
can answer that question, 
it’s important to look at 
whether the organization 
has the technology to 
support you? Do they have 
the management policies 
and training? Do they have 
the adaptability – incident 
response, disaster recovery? 
And do they meet your 
compliance needs? Those 
are all important questions 
that will get you on the right 
start when talking with an 
MSSP.

Q: What are some of 
the legal ramifications 
my company faces when 
it comes to protecting 
my customers’ secure 
information against cyber threats?

Jackson: There are all types of 
statutes and laws out there that require 
an organization to have at least some 
reasonable protection of data. The 
Federal Trade Commission Act is probably 
the one that applies across a broader 
range of companies. There are also local 

and state laws that may govern how 
companies have to safeguard data, and 

the fines, penalties and 
consequences to those 
companies if they violate 
the laws or allow a breach 
to happen. So this is a very 
broad area that companies 
need to be aware of. And 
based on their industry, they 
need to have a good idea 
of what these laws are and 
how they can affect them.

Bevill: When people look 
at the legal ramifications, 
they immediately think 
about things like, “What 
happens if I don’t meet 
HIPAA requirements.” But 
something that a lot of 
organizations don’t look 
into is the communication 
after the fact. There are 

requirements around breach notification, 
and from a financial perspective, the 
after-indecent items really start to add 
up. That makes these compliance and 
legal requirements even more enticing to 
look at in the beginning.

Asbury: In 47 of the 50 states, 
legislation has been written to protect 

their citizens from negligent management 
of their Personally Identifiable 
Information. Additionally, federal laws 
require the protection and safeguarding 
of healthcare information. In general, 
these laws enforce hefty fines and 
penalties.

Vincent: When we are called on to 
assist with a breach, we look first to the 
industry the business is in and the state 
where they are located. The type of data 
definitely impacts the potential legal 
consequences of a breach, so knowing 
if there is health care data, financial 
data, credit card information or trade 
secrets in jeopardy helps us target our 
advice. First and foremost, to minimize 
your legal exposure is to contain the 
damage and stop further data from 
leaving the system. Claims related to 
a data breach can come from several 
different directions – regulatory bodies, 
shareholders, customers, employees, or 
credit card companies. The type of data 
involved can sometimes tell you who is at 
the biggest risk for lawsuits. For example, 
if you have been a victim of the scams 
that target W-2s of employees, then 
your employees whose information was 
compromised are the most likely source 
of claims. If you have lost significant 
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credit card data, credit card companies 
and customers may be the biggest source 
of claims. Additionally, if you provide 
services to other businesses, you may 
face contractual liability to your business 
customers, depending on the language 
in your contract. Beyond those types 
of claims, the reporting obligations are 
a significant consequence that arises, 
based on the breach and release of data 
and not from a third party asserting the 
claim. One of the key legal exercises after 
a breach is determining the applicable 
reporting requirements and setting up 
a compliance plan to ensure all such 
notices are sent in a timely fashion. 
Managing the information that is released 
about the event can also have a notable 
impact on the consequences of a breach. 
Sometimes the information about the 
breach is released by the breached party, 
in which case managing the tone and 
nature of the message is very important 
in terms of reinforcing your customer 
trust and loyalty. Other times the 
breach is made public by a third party 
and responding to any such reports and 
getting the correct information to the 
public can be much more difficult. From 
a legal perspective, with the potential 
for various lawsuits looming after a 
breach, it is key to take all possible steps 
to maintain the attorney-client privilege 
with respect to the information regarding 
the breach and decision on how you will 
address the breach. In order to do that, 
after notifying your internal response 
team, one of the first calls needs to be 
to your cyber counsel, who should be 
aware of your response plan and can 
assist you in working through your plan 
to stop the breach, address the reporting 
requirements and prepare for any 
litigation that may arise.

Jackson: A lot of times, W-2 and payroll 
information is handled by a third party. 
How is that approached? If a company 
outsources payroll to another provider, 
what does that legal process look like?

Vincent: That’s the reason you want 
lawyers involved when you’re signing 
a contract with your payroll processor. 
Liability for data breaches in those 
instances can be heavily negotiated. For 
small businesses, sometimes the payroll 
provider is the bigger company and they 
have stricter procedures in place, which 
may result in the provider being able to 
take on more responsibility for providing 
security because their systems are likely 
more robust. But there are other payroll 
providers whose contracts will state 
that the customer – small business or 
large – is responsible for everything and 
the provider is not taking any liability. 
It’s really critical to read through those 

provisions of a contract. You also want to 
make sure that in the event of a breach, 
the provider is required to cooperate 
with you and provide access 
to the necessary data and 
servers. Even something 
as simple as making sure 
someone is creating proper 
backups of the data is often 
specified in the contract and 
can have a huge impact on 
your ability to recover from 
a breach.  All that allocation 
of risk and responsibility can 
be contractual, and a lawyer 
can help you ensure you 
have properly allocated such 
risks.

Q: How can my company be 
proactive when it comes to 
educating employees and 
helping them reduce the 
risk of a cyber breach at my 
business?

Bevill: I love when companies start 
asking about security-awareness 
programs. It’s some of the best return 
on investment for small businesses in 
helping to secure their company. A lot 
of small organizations are reluctant 
to spend a lot of money on security-
awareness training, but I would absolutely 
recommend that businesses look at 
investing in some of these companies 
such as SANS or KnowBe4 or PhishMe. 
But I understand that some companies 
aren’t willing to tackle that, so there are 
some free resources. SANS offers great 
monthly newsletters that can help bring 
awareness to employees. There’s free 
cyber YouTube content out there. Even 
past the standard newsletters and videos, 
a lot of organizations would benefit from 
running a test phishing campaign against 
their users. It really tests the knowledge 
you’re trying to instill in them.

Asbury: IT is ever-changing. 
Subsequently, so is IT risk. Education 
must be provided frequently and 
consistently. Consider integrating risk 
education in company meetings and 
training events. Also, consider publishing 
security related articles via email or 
Intranet sites.

Vincent: I agree that the test phishing 
campaigns are very helpful in terms of 
making employees aware of cyber risks 
and how their actions can put their 
company at risk. Often the people who 
fall for those fake phishing attacks are 
not the people within your organization 
you would have expected. So this type 
of testing helps you find out where 
you need to focus your training. I also 
recommend additional training for your 

C-Suite or executives to make sure 
they understand the consequences 
and understand cybersecurity isn’t just 

an issue for IT. A lot of 
companies still have not 
made the transition to cyber 
responsibility at the top of 
the organization and fail to 
understand the importance 
of executives setting an 
example by participating in 
training and following best 
practices themselves.

Jackson: It starts with 
leadership. You need to 
have your leadership make 
security part of the culture 
of the organization. So the 
employees don’t change 
the password because they 
were prompted, but they did 
it because they understand 
why it’s important to keep 
everybody’s data safe. 

Cybersecurity is a shared responsibility 
across an organization. There’s not one 
department that’s solely responsible for it.

Q: What are some best practices to help 
monitoring for and identify breaches? 
What are the key components to be 

included in a breach/incident response 
plan?

Vincent: From a legal standpoint, the 
importance of understanding your system 
and being aware of any changes in your 
system can’t be overstated. If you happen 
to end up in court as the result of a 
breach and the breach resulted in a huge 
change in your system that you failed to 
identify, it doesn’t look good to say you 
were not aware of such change in your 
system. It could create the impression you 
weren’t properly managing your systems. 
Changes in your system could be things 
like: an employee suddenly had five times 
the amount of data going through their 
email account on a given day; email traffic 
between two user accounts that should 
not have a need to communicate; or 
unexplained data entering or exiting your 
network. Whatever the anomaly is, it’s 
important to be aware of these changes 
and to work your incident response 
plan to determine if it is an incident that 
causes concern or could have been a 
breach. In terms of the key components 
in a response plan, knowing who is part 
of your response team and having each 
person on the team understand their 
obligations needs to be addressed in 
advance so you don’t lose time in the 

205-443-5900
INFO@ABACUSIT.COM

WWW.ABACUSIT.COM

With more than 70% of cyber-attacks occurring in 
businesses with fewer than 100 employees, small 
businesses need a better solution to make sure they 
have a secure environment.

CALL US TODAY 
to schedule your free IT security assessment.

“There’s no 
certification 
or governing 

body that says 
one partner is 
more qualified 

to help you 
with your 

cybersecurity 
needs than 
another.” 

-Brian Jackson



18 BIRMINGHAM BUSINESS JOURNAL

ADVERTISING SUPPLEMENT

event of an actual breach.
Jackson: Know the risks in your 

company, based on your industry and 
your business transactions. There are a 
lot of cool tools and interesting things 
out there to help you mitigate risk. But 
if you don’t know what your company 
is involved in and what the risks to your 
company are, those tools really don’t 
help you a whole lot. Being prepared 
and having a response plan. Knowing 
who the team is and what you’re going 
to do if an incident occurs. Look at cyber 
insurance. There are all kinds of tool 
sets and services out there that can 
monitor traffic on your network. You can 
run vulnerability assessments to make 
sure that there are certain technical 
risks that are being taken care of on a 
regular basis. Have a third-party come 
in to assess your system. Have them 
objectively look at what you’re doing 
and compare it to the critical controls 
that are documented. How do you stack 
up against NIST (National Institute of 
Standards and Technology) or some of 
the SANS controls that are out there. 
As far as responding, just have a plan. 
You’re always going to be ahead if you 
have a plan and can mobilizing resources 
– be it legal, technical, HR, third parties 

– at the right time. And there has to 
be some leadership and accountability 
within that function. 
Communication is key when 
you’re implementing that 
plan. Bad news doesn’t get 
better with time. So you have 
to be able to communicate 
that out to whoever maybe 
be affected by the event, 
whether it’s your customers 
or employees. You have to 
be able to communicate 
effectively about what’s 
happened, when it 
happened.

Bevill: The most important 
thing is visibility into your 
network. Knowing what 
sensitive and important 
data is in your network, and 
monitoring it a little more 
closely than the rest of the network. Use 
something like a SIEM tool – Security 
Information and Event Management – to 
help gain that visibility and be able to 
do that traffic monitoring. What traffic 
is going out of your organization? Is that 
expected behavior? Monitor those base 
lines. As far as the key components, 
communication is most often overlooked. 

You have your basic plan: preparation, 
identification, containment, eradication, 

recovery, lessons learned. 
That’s a basic incident-
response plan. But the 
communication is what’s 
really going to allow that to 
work and be effective.

Asbury: We recommend 
subscribing to 24/7 logging 
and alerting solutions. 
Additionally, it is best 
practice to deploy Intrusion 
Detection and Protection 
solutions. Anti-virus and anti-
malware software should 
be centrally managed and 
updated regularly. Incident 
response plans can become 
quite detailed. However, the 
first and most critical step is 
to identify and assign roles to 

key personnel in the event of an incident.

Q: What are some often overlooked 
areas of cyber risk that my business 
should consider?

Jackson: Internally, you need to ask 
yourself the right questions. What is 
your industry, and what do your risks 
look like based on the type of business 

you conduct? But you also have to 
consider the security posture of the 
third parties you work with. The name 
Fazio Mechanical means nothing to most 
people. But they’re the organization that 
had their credentials stolen that led to 
the Target breach. So while that name is 
insignificant, they’re the company who 
led to millions of people having their 
accounts compromised. Businesses 
need to prepare for cybersecurity 
conversations, not just for themselves 
but for the partners they work with. 
Over the next 18 to 24 months, those 
conversations are going to drive 
businesses decisions in companies as to 
whether contracts are put into place and 
business deals are secured. So we need 
to be prepared to talk to our partners and 
vendors and other third parties to make 
sure that whatever data we’re sending 
to them, they have the right controls 
in place and the right plans. That they 
ask the right questions to secure that 
information.

Bevill: As much as we’ve talked about 
sensitive data, that is still one of the 
more overlooked areas, specifically from 
the aspect of the sensitive data in your 
environment that doesn’t immediately 
come to mind. An engineering company 
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may immediately think about their plans 
being sensitive data. But what about their 
HR records, product standards, client list? 
It’s important for organizations to look 
through all their assets and information 
and ask themselves, “What would it 
mean to my company if we lost either the 
confidentiality, integrity or availability of 
those assets?”

Asbury: Many organizations overlook 
patch management of third-party 
applications. It is also very common to see 
a lack of management of critical devices, 
such as neglected or never managed 
firewalls. Companies should consider 
quarterly vulnerability scans to ensure 
these areas of risk are not overlooked.

Vincent: Your brand reputation is 
something people don’t always think 
about on the front end when they are 
developing their response plans, or when 
they are in the middle of the situation 
without a plan. Companies worry about 
stopping the breach, restoring the 
system, meeting reporting requirements 
– generally getting everything fixed and 
back to normal. However, they often 
forget about managing communication 
and ensuring that those whose data 
may have been compromised can trust 
that you are taking all steps to address 
the incident in a responsible manner. It’s 
important to communicate and create the 
message in a manner that demonstrates 
you are properly handling the issue, 
not hiding information. It’s crucial to 
let the public know that you have your 
customers, employees or business 
partners’ best interest in mind. You want 
to be the one presenting the message.

Q: Beyond the risks of cyber-attacks 

or data breaches, what are some other 
cybersecurity issues my business should 
consider, such as disaster planning?

Bevill: First and foremost is 
documentation and communication 
around all your processes and procedures. 
It’s not reasonable to expect employees 
to help an organization be secure if 
they haven’t been equipped with the 
documentation and knowledge around 
how to do that for that specific company. 
Every company is different, and everyone 
is going to have a slightly different way of 
protecting their organization. But really 
focusing on the process of procedure is 
critical.

Asbury: Organizations cannot neglect 
business continuity management. This 
includes more than just breach or incident 
response. Business continuity expands 
beyond IT, but from a cyber standpoint, 
backups and disaster recovery must be 
considered. The security and integrity 
of offsite backups and DR sites must 
be included in cyber risk-management 
planning.

Vincent: Keeping business continuity 
in mind is an important aspect. Internally, 
you are going to be responding to the 
breach. If you have limited IT resources 
in your company, those individuals will 
be focused on what went wrong, getting 
the forensic information they need, and 
trying to get the business back up and 
running. For instance, if you’re processing 
credit cards to sell items and you have 
to take that offline, what are you going 
to do to keep your business running? It’s 
not reasonable for all small businesses or 
even some larger businesses to have an 
active, live backup system that they can 
just switch over. So it’s important that 

these businesses think about what they 
would do if they had to pull a key portion 
or all of their system offline.

Jackson: Going back to the beginning 
of the process, it’s mindset. We 
see too many businesses that are 
very complacent, whether it’s about 
cybersecurity or disaster-recovery 
planning. Their attitude is basically, 
“I’ll deal with it when it happens.” But 
sometimes when it happens may be the 
last time it happens for them. Hopefully 
you’ll make it through, but you may not. 
So just the mindset and culture of the 
organization has to be focused on being 
more prepared, and not taking on this 
triage mindset of just dealing with it when 
it happens.

Q: What is the outlook like for 
cybersecurity moving forward? Are 
threats to my business only going to 
increase?

Asbury: Risks will always be present. 
However, tactics for attack will continue 
to change. From 2012 to 2016, 
healthcare data breaches decreased 
by more than 90 percent, whereas 
ransomware attacks have exploded. As 
of December 2016, Health and Human 
Services estimates that over half of 
Americans have had their healthcare 
records breached. This has decreased 
the value of records from a 2012 high of 
$50 per record to a current low of $1.50 
per record. Consequently, new forms of 
attacks have hit businesses.

Vincent: The threats are definitely 
going to continue and likely increase. 
We’re not going to see this going away 
any time soon. It can be a very bleak 
outlook when you think of it in those 

terms, but what I see as a positive is the 
communities and industries as a whole 
are starting to shift their thinking from 
reactive to proactive, and are beginning 
to share more information that helps 
everyone better protect themselves and 
better respond when incidents do occur.

Jackson: The attacks and risks are 
going to continue to increase, because 
financial gain is the primary driver behind 
a lot of this malicious activity. And as 
long as they continue to make money 
with limited risk, they’re going to keep 
delivering these attacks on organizations. 
We have to pull together as groups and 
communities, because it’s really us against 
them. It’s not any one service provider or 
company or entity against these folks. It’s 
everybody against them, and the more 
we pull resources together and trade 
information, the better equipped we’re all 
going to be to fight these threats as they 
increase in the future.

Bevill: Threats are absolutely going 
to increase. There’s no question about 
that. On top of that, there’s going to be 
different threats. So not only are there 
more threats, but those threats are 
rapidly changing. This industry as a whole 
is rapidly evolving. The biggest challenge 
is keeping up with that level of change. 
That awareness mindset is what’s going 
to allow us to move to a more secure 
nature over the next several years. That’s 
everything from software developers 
having a more secure mindset when 
they’re developing their programs, to 
small businesses having a more secure 
mindset in protecting their environment. 
Overall, encouraging that mindset is 
what’s really going to help us out.


